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KPUMIHANBHUU AHANI3
B BOEHHUM UAC

AHOTALIA. Y cratTi gocnigkeHoO NUTaHHSA LWOAO 3acTOCYBaHHsA 3aco6iB KpMMiHanbHoOro
aHanisy B ymoBax BOEHHOro craHy. HaromnoweHo Ha ToMy, WO KpUMiHanNbHWUI aHani3 — ue
npouec igeHTndikauii Ta TO4YHOro BU3Ha4Y€HHS B3a€EMO3B'A3KIB MiX BiJOMOCTAMMN NMPO 35T0UUHMN,
ocib, NoB'sA3aHNUX 3 HUMU, Ta AaHUMM 3 Pi3HUX oKeperl. YMOBM BOEHHOIO CTaHy CTBOPHOIOTb
HaA3BMYaWHO CKnagHe Ta AMHaMiYHe cepedoBulLle, B AKOMY AiANIbHICTb NPaBOOXOPOHHUX
opraHiB HabyBa€e ocob6nMBOro 3Ha4eHHA ans 3abe3neyeHHs 6e3nekn rpomansiH Ta gepxaBu B
uinomy. OAHUM i3 KNMIOYOBUX IHCTPYMEHTIB, sIKi BUABNAIOTLCA AI€BMMUA B YMOBaX BOEHHOroO
CTaHy, € 3aco6u KpuMiHanbLHOro aHanisy. Lle 3aBgaHHA BMMarae He nuiie BUCOKOI kKBanidikauii
NpPaBOOXOPOHLUIB, ane W 3acCTOCyBaHHA Cy4YaCHUX TEexXHOJorin Ta CucTeM aHanisy.
EdekTMBHICTL KpMMiHanbHOro aHanisy B yMoBax BOEHHOro CTaHy TiCHO noB's3aHa 3
onepaTtuBHICTIO. 30aTHICTb WBUAKO pearyBaTu Ha noAii Ta onepaTtMBHO 36upaTu, obpobnaTu
Ta aHanisyBaTu iHcpopmauito cTae cTpaTeriyHO BaXJIMBOIO ANA HeaoNnyLWeHHA 3JTI0YUHHOCTI Ta
niaTpuMaHHA nopsAaaky. OkpiM TOro, KpUMiHaNbLHUN aHarni3 y BOEHHMW Nepiof CTae KIH4YOBUM
cdrakTopom ansa 3abe3nevyeHHs1 BHYTPiWHbOI Ta 30BHilWHbLOI 6e3nekn. Bucoka skicTb aHanisy €
nepeAyMOBOK AN NPUAHATTS OOI'PYHTOBaHUX pilleHb 3 MeTOK 3anobiraHHA Ta NPUNWUHEHHSA
KPpUMiHaNIbHMX MNpPaBoOMNOpPYLEeHb, SKi MOXYTb 3arpoXyBaTW HauioHanbHin 6e3neui. Ak
BMCHOBOK, CKa3aHO Mpo Te, WO 3acTOCyBaHHA 3aco6iB KpuMMiHanmbHOro aHanizy B ymoBax
BOEHHOro CTaHy € K/II0OYOBMM acneKkToMm, L0 BU3HaA4ya€ YycriXx NpaBOOXOPOHHMUX OpraHiB.
HapsBuyanHi o6cTaBMHM BUMaraoThb He nuiue 36epexeHHsA BUCOKOro npodecioHaniamy, ane n
BUKOPUCTAHHA NepeaoBUX iHCTPYMEHTIB Ta TEeXHONOorin AnA 3abe3nevyeHHsi HauioHanbHOI
6e3neku.

KJTIOYOBI CNNIOBA: kpumiHanbHull aHani3, poscnidyeaHHsi, 6e3neka, iHghopmauisi.
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Y BOEHHUN Yac KpuMiHanbHWUMA aHania HabyBae 0coBnMBOI akTyanbHOCTI,
OCKiNbKM 30pONHI KOHMMIKTN YaCcTO NPU3BOAATL A0 36iNbLUEHHS KiTbKOCTi 31T04UHIB
Ta nopylleHb npas noguMHu. HeobxigHiCTb B po3cnigyBaHHi LUX 3MI0HMUHIB CTae
BaXXNMBOK ANA 3abesneyeHHs NpaBoCyAast Ta BiQHOBNEHHS nopsaky. BoeHHuin
yac xapakTepusyeTbCd NigBULLLEHOK Hanpyrow, HeBU3HAYEHICTIO Ta CKNagHUMu
ymMoBamu, LLLO YCKNaaHoe poboTy NPpaBoOOXOPOHHMX opraHiB. KpumiHanbHW aHania
B UMX YMOBax gonomarae igeHTudikysaTi, poscrnigyBati Ta po3KpmBaTh 3r104MHU
LWBMAKO Ta edpeKTnBHO. B yMOBax BOEHHOrO Yacy BaXKvBO LUBUAKO pearysaTu Ha
3M04MHM Ta  BUABMATM  BUMHHMX. KpumiHanbHuUW  aHania  gonomarae
NPaBOOXOPOHHMM OpraHam LBWOKO 3HAXOAUTU [oKasn Ta igeHTudikysatn
3no4unHuiB. Baxnmeo 3abesneuntn npaBocyand Ta BiANOBIAANbHICTb 3a 3M04YMHM,
WO BYMHEHi nig 4Yac BOEHHOro KoHdnikTy. KpumiHanbHuiA aHania 3abesneuvye
HafdinHI gokasu aAnsa cygy Ta cnpuse npaBocyanro.

Y 3B'A3Ky 3i CKNagHow cuTyauielo, WO BUHMKAE BHACMiAOK HU3bKOT
KBasnidikauii aesaknx onepaTMBHMX MpauiBHUKIB, a TakKoX HeedEeKTUBHOIO
BUKOPUCTAHHA pecypciB, e(PeKTMBHICTb onepaTMBHO-PO3LLYKOBOI AiSifIbHOCTI cTae
npobnematnyHoto. [ocnigkeHHs MoKasylTb, WO MpauiBHUKA KPUMiHANbHOT
noniuii YacTo OKYCyOTbCS Ha 3aBAAHHSIX, sIKi HE MaKTb MPSIMOrO BiAHOLEHHS 40
OCHOBHMUX Uinewn onepadin [1].

Lla Heponik y BMKOHaHHI 3aBAaHb, CMPOLUEHICTb NiAXOAiB Ta HeaoCTaTHs
KOMMNETEHTHICTb NepcoHany MoXyTb NpM3BecTn 00 6e3nianbHoCTi Ta 6anayXocCTi
B 06nmnyYi 3novmHHocTi. OgHaK y cyd4acHUMX ymoBax HeobXiAHO pO3BMBATW HOBI
cTparterii Ta HaBMYkM Ansa Ginbl edhekTBHOI 00pOOKM iHbopMaLii onepaTMBHUMMK
nigposginamu. KnoyoBnM acnekToM y LbOMY NMpoLeci CTae KpUMiHanbH1UM aHania,
KU JO3BOMNAE i0EHTUMIKYBaATM Ta aHanisyBaTu 3B'A3KN MiXK Pi3HUMKU Jxepenamm
iHpopMmauii npo 3no4nHKM Ta ocib, noB'a3aHux 3 Humu [2]. Llen npouec
BMKOPUCTOBYETLCA ON1s1 pO3pO0KN AeTanbHUX aHamniTUMHWUX 3BiTiB, NNaHyBaHHA
onepaTuUBHMX  3axodiB Ta  aHamniTMYHOro  CYMNPOBOMXEHHHA  AifANbHOCTI
NPaBOOXOPOHHNX OPraHis.

Y BOEHHWMI nepiog ocobnuBy Bary Mae KpUMIHANbHWA aHani3, OCKiNbKn
OiNbLWICTb  KPMMIHANbHMUX MpPaBOMNOPYLUEHb MOXYTb Matum npsMuin  abo
onocepeakoBaHUM 3B'A30K i3 NPOBeEeHHAM BOEHHUX Ai. BignpaBHWA NyHKT — ue
cneundiyHMn XapakTtep aHanidy B ymMOBax BOEHHOro craHy. OnepaTuBHICTb Yy
po3acnifyBaHHi CTae KMOYOBOK, afXe LUBUAKE pearyBaHHS MOXe BNMvMBaTU Ha
3aranbHy ©Oesneky pgepxaBu. Kpim Toro, npaBuibHiCTb Ta eqEKTUBHICTb
KPUMiHanNbHOro aHanisy HanpsiMy BnavBaloTh HA BHYTPILLHIO Ta 30BHIiLLHIO 6e3neky
JepxaBu B yMOBax 3arocTpeHoil cutyadii [5, c. 8].

BaxnmBmMM € TakoX ekcnpec-HaB4YaHHSA cyO'ekTiB aHanidy, sike A03BOSISE
LWBMAKO Ta edheKTUBHO NigroTyBaTK NepcoHarn 4o BUPILLEHHS KpMMiHANbHUX cnpas
y BOEHHUX ymoBax. Lle moxe 3abe3neunTtn BUCOKWIM pPiBEHb 3HaHb Ta HaBWUYOK,
HeobXigHMX A4ns edPeKTUBHOIro hyHKLiOHYBaHHSI MPAaBOOXOPOHHUX OpraHiB nig 4yac
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KOHNIKTHUX CUTyaLin.

Y BO€EHHUI nNepioa HeobXigHO 3BEPHYTKM OCOBMNMBY yBary Ha OnTMMiI3auito Ta
BOOCKOHANEHHS  onepaTuBHO-CNYXO0BOI  OiANbHOCTI,  30KpemMa  LUMSXOM
BNPOBaXXEHH HOBWUX MigXoAiB [0 KpUMMIHaNbHOMO aHanisy Ta HaBYaHHSA
nepcoHany. Lle moxe cnpuaTtn 3abesneyeHHo 6e3neku gepxasu Ta rpoMagsiH y
nepiog BOEHHOro CTaHy. Ha cbOrogHilwHin AeHb OHiE0 3 HanbinbLl NOLWMPEHUX
KOMM'IOTEPHMX Nporpam, Lo obnagHaHa WTYYHUM iHTENEKTOM | BUKOPUCTOBYETLCS
npw 34iINCHEHHI KpUMiHanNbHOro aHanisy, € Hala Systems [7, c. 28]. Lia nporpama
HanNeXuWTb aMepuKaHCbKI KOMNaHii, CTBOPEHIN 3 MeTo MiA3BIiTHOCTI Ta pikcauii
3M0YMHIB NpOTU ntoAcTBa, 6esnekn Ta MuUpy, K BUMHAOTE 36pOovHI  cunn
Pocincekol ®epepadii Ha TepuTtopii YkpaiHu. CniBnpautoloum 3 MiKHapOaHUMU
opraHisauismu, Takumm sk CneuianbHa komicia O6'egHaHux Hauinn, MixxHapoaHuii
HeszanexHun crnigumn komitet O6'egHaHux Hauin, Opranisauiga no 3abopoHi
XiMiyHOT 36poi Ta MixHapoaHu kpumiHanbHWA cyd, Hala Systems crtana
BaXXJ/IMBUM iHCTPYMEHTOM B 60OpOTLOI 3 3rTOUMNHHICTIO [8].

Y 3B's13Ky 3i CKnagHo cuTyauieto B YKpaiHi, CIpU4YMHEHOK BOEHHUM CTaHOM,
KpUMiHanbHWM aHania crtaB KMl4YOBUM eneMeHTOM B OonepaTUBHO-PO3LLYKOBIN
AiANbHOCTI Ta KpuMMiHanNbHOMY npoBamkeHHi. NporpamHe 3abesneyeHHs Hala
Systems BUKOHye BaknuBy porib B LbOMY MpoOLECi, gonomaraiyn ikcysaTu
3M104MHM, BYMHEHI POCINCBKMMK 30PONHUMKM  POPMYBaHHSIMW Ha TepuTopii
Ykpainu [8, c. 41]. Hessaxatoum Ha Te, wo Hala Systems 6yna ctBopeHa B CLUA,
BOHa YCMiLWHO MPOTEeCTOBaHa i akTMBHO BUKOPUCTOBYETbCH B KpaiHax, Takux sk
Benuka BputaHis, KaHaga Ta yactuHa kpaiH 3axiaHoi €sponu. [i BnpoBamkeHHs
B YKpaiHi BUaBMnocsa ocobnueo eekTMBHUM, JonomMararoun y ¢pikcauii 3nodmHis,
MOB'sI3aHMX 3 BIMCbKOBMMW AiSIMW POCINCbKMX 30ponHMx dopmyBaHb [9, c. 18].
MporpamHe 3abesneveHHa Hala Systems rpae kno4oBy ponb y KpUMiHanbHOMY
aHanisi B ymMoBax BOEHHOrO CTaHy, 3abe3neuvyyloum BHYTPILWHIO Ta 30BHILUHIO
Oe3neky [OepxaBu Ta CNpUSIIOYN BUSIBNIEHHIO Ta MPUMNMHEHHIKO  3M0YUHHOIT
AiSNbHOCTI, WO 3arpoXXye MUPHOMY HACEeeHHIO.

B cy4yacHomy cBIiTi npobriemMa 3HUKHEHHS NI0AEN 3aNMLIAETLCS aKTyarbHOI,
a 0cobNnMBO Yy KOHTEKCTi 3pOCTaldoi KifIbKOCTI 3M0YMHIB, MOB'A3aHMX 3 LUM
ABuLLLEeM. 3MTOBMUCHUKM HAMararoTbCa YHUKHYTU BiANOBIAAaNbHOCTI, Nepeknagaym
BMHY Ha iHWNX 0OCib, AKMX BBa)KalOTb HEMOXMIMBMM BiOCTEXUTU. Taka cuTyauis
3acCTaBrs€ NPaBOOXOPOHHI OpraHu NpuUaINaT MakCumarbHYy yBary KOXHild crnpasi
NPO 3HWMKHEHHSI Ta HEraMHO PO3NOYMHATN KOMMMEKC PO3LLIYKOBUX Ta aHaniTM4HUX
3axogis. Llen npoLec Hepo3puBHO MOB'sA3aHNIA 3 HAKOMUYEHHAM Ta y3ararbHEHHSM
Benukoro obcary paHux npo  3HMKNMX ocib. KoxeH BuNagok peTenbHO
aHanisyeTbCa 3 METOK BCTAHOBJSIEHHS 3B'A3KIB Ta KOHTaKTIB, 4yepe3 sKi MOXHa
BUABUTU MicLe3HaxooKeHHs 3Huknux ocib. Takmn aHani3a Bknio4vae B cebe
MoHiTopuHr 3MI Ta iHWKnx mxepen iHpopmauii [7, c. 4].

Xo4ya KOXeH BMMadokK € iHamMBidyanbHUM, 3a KOXHUM MOBIJOMIIEHHSAM MpO
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3HUKHEHHS CTOITb JONS NOANHN. BaXknueoo YacTuHO poboTu 3 JaHUMK B LIbOMY
KOHTEKCTi € aHaniTU4YHWUI Nigxig, KM JO3BONSIE cUcTeMaTu3dyBaT Ta obpobnaTtu
iHopMaLito edheKTMBHO. 3a OCTaHHI NiBTOpa pOKM 3any4yeHo 40 PO3KPUTTA NoHa4
16 000 3n0ou4mHiB, BiNbLWICTb 3 AKMX € OCOBNMBO TSHKKMUMM [9].

Mig 4Yac BMKOPUCTAHHS aHanITUYHMX IHCTPYMEHTIB ocobnuBa yBara
npUaINAETbCA OOTPMMAaHHIO €BPOMENCHKMX CTaHOAPTIB 3axUCTy MNepCOHanbHUX
paHux GDPR. Po3BUTOK KpuMiHanbHOro aHanisy He 3YMUHSETbCS, a HaBnakw,
OTPUMYE A0OaTKOBUI iIMMYSbC 3aBASKN 3aCTOCYBAHHIO HOBITHIX TEXHOMOTIN, TaKNX
AK WTYYHUIN iHTENEKT, XMapHi o64ncneHHsa Ta iHWi iHHoBauii [6, c. 3]. Y ubomy
npoLeci Benuke 3Ha4YeHHS Mae po3BUTOK JIIOACHKOro noTeHuiany Ta niaBULLLEHHSA
eeKTUBHOCTI POBOTM KpUMIHANbHUX aHaniTMKIB BIAMOBIAHO A0 CTpaTeridyHmx
nraHis pedopmMyBaHHA NPaABOOXOPOHHUX OpraHiB.

Ha CbOrofHilWwHin  OeHb  KpuMiHanmbHU  aHania  3abeanevyyeTbcs
KBanigikoBaHUMM paxiBLSAMU, WO CTBOPKOE NEBHE HaBaHTaXEHHS, NPoTe Cnpude
3aCTOCyBaHHIO NepeaoBuX TEXHOSONN Ta MeToAiB ANst AOCATHEHHS MakCUMarnbHOT
edeKTUBHOCTI B pOBOTi MPaBOOXOPOHHMX OpraHiB.

Y pesynbTaTax UbOro OOCHIMAXEHHA MW OOKMagHO PO3rNsHYNU CyvacHWin
CTaH KpUMIHanNbHOrO aHanisy B KOHTEKCTi BUKOPUCTAHHSA  aHaniTU4HUX
IHCTPYMEHTIB y po3CrnifyBaHHI 3HUKHEHb NMofen. AHaniTUYHI IHCTPYMEHTU CTaloTb
KNOYOBUM eNemMeHTOM y poboTi MpaBOOXOPOHHMX OpraHiB. 3 BUKOPUCTAHHSM
HOBITHIX TEXHOMOriN, TakuX HK LWTYYHUMI I(HTENeKT Ta XMapHi obuncreHHs,
KpMMiHanNbHi - aHanitMkn MoXyTb edekTMBHO 06pobnAaTn Ta aHanisyeBatu
BENUYE3HMI 00CAr JaHuX AN BUSIBIIEHHS 3M04YMHIB. [JJOTPUMAHHSA €BPONENCHKUX
CTaHdapTiB 3axucTy [JdaHuxX Baxnmee. 3 ypaxyBaHHAM KOHiAeHLINHOCTI
0COBMCTMX AaHWUX rpoMagsH, 3aCTOCyBaHHSA aHaniTUMHUX IHCTPYMEHTIB NOBMHHO
Bignosigatv sumoram GDPR. P03BMTOK MNOACBEKOrO NoTeHuiany i BUKOPUCTaAHHSA
HOBITHIX TEXHOMOrN - KoY A0 YCMLWHOro KpUMiHanbHOro aHarnisy. 3arnyyeHHsi
KBanidgikoBaHnX dpaxiBuiB Ta BMKOPUCTAHHA MepefoBMX TEXHONOrin gornomarae
NigBUWNTN edPeKTUBHICTE poBOTN NPaBOOXOPOHHUX opraHiB. OTXe, BUCHOBOK
DOCniopKEeHHA NiAKPECE BaXMBICTb BAOCKOHANEHHA KpUMiHANBHOro aHaniay,
KUK cTae Bce Binbll HeobXigHUM y cydacHOMY CBITi Ana 3abe3neyeHHs 6e3neku
Ta npaBonopsaaky.
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